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The Problem of Network Exploration
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A  C Y B E R S E C U R I T Y  A N A L Y S T

Thousands of IPs as nodes. Communication patterns as 
edges. A threat somewhere in the graph. Where to begin?

Intricate topology and diverse attributes 
create an enormous exploration space.

T H E  C O R E  C H A L L E N G E

For non-experts especially, users stare at 
the network without knowing where to 
start. Critical patterns are missed, not for 
lack of tool power but for lack of 
guidance.

A N A L Y S I S  P A R A L Y S I S

Centrality analysis?  
Hunt for command-and-
control servers.

Flow pattern analysis?  
Detect traffic anomalies.

Community detection?  
Identify botnet formations.



Exisingt Tools Leave a Gap
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Network Visualization Tools Visualization Recommenders
Grephi, NetworkNarratives, … Draco, Voyager, …

Powerful algorithms, but require predetermined 
goals and manual workflow orchestration.

Designed for tabular data. Do not understand graph 
structure or network-specific questions.

No tool unifies adaptive guidance with network-aware provenance.
T H E  G A P



What if exploring a network 
felt like a conversation,
not a scavenger hunt?
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Our Approach (NetworkCanvas): 
Exploration as Adaptive Dialogue
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Each interaction tells the 
system what the user cares 
about. The system responds 
with personalized suggestions 
for what to look at next.

C O R E  I D E A



Core System Modules 
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1. Question-Affinity Graph
QAG Engine
10 analytical question categories. A 
10×10 matrix of transition weights. 
Learns per-user preferences from 
observed behavior.

2. Analytic State Graph
ASG Manager
Provenance as a branching directed 
acyclic graph. Each branch preserves 
its own context and recommendation 
state.

3. Feedback Interpreter
Context-Aware
Bridges low-level interactions and 
high-level intent. Selecting hub nodes 
triggers different suggestions than 
selecting bridges.

Interaction  →  Feedback signals  →  Preference update   →  Recommendation  →  Next interaction
T H E  C L O S E D  L O O P



Core System Modules 
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Interaction  →  Feedback signals  →  Preference update   →  Recommendation  →  Next interaction
T H E  C L O S E D  L O O P



INTERFACE WALKTHROUGH
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A Configuration
Visual encoding controls: size, color, 
layout.

B Chat Panel
Natural language queries with adaptive 
recommendations at the bottom.

C Main Canvas
Interactive node-link view. Single, multi, 
and lasso selection. Right-click for 
contextual menus.

D Explanation Panel
Computed results and LLM summaries 
with factual and interpretive layers.

E Exploration Provenance Tree
Exploration history. Click any node to 
revisit. Fork new branches from any point.
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Scenario Demo for a Traffic Engineer
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1 Cold Start

2 Adaptation Kicks In

3 What-if analysis

4 Branching



Question-Affinity Graph(QAG): Learning 
Preferences from Implicit Feedback
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Question Categories
A 10×10 affinity matrix over analytical 
question categories.



Context-Aware Feedback & 
Recommendation Scoring
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Q A G  A S Y M M E T R I C  U P D A T E  R U L E S

A C C E P T    d i m i n i s h i n g  r e t u r n s

η = 0.05. At w = 0.9, only 10% of the learning rate contributes. 
Weights never saturate, so diversity is preserved.

S K I P    s o f t  p e n a l t y

λ = 0.3. Skips are ambiguous in exploration. Gentler penalties 
prevent premature dismissal.

M U L T I - C R I T E R I A  S C O R I N G

Affinity dominates, but stays below 0.5. Context and feasibility still shape 
the final ranking.



Evaluation: Two Controlled Studies
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S T U D Y  1

Comparative Exploration

Design:  within-subject, 14 participants
Task:  open exploration of data lineage networks
Datasets:  simple (464 nodes) and medium 
(2,024 nodes)
Duration:  15 minutes per condition, 
counterbalanced

S T U D Y  2

Task-Based Evaluation

Design:  between-subject, 16 participants (n = 8 
each)
Task:  goal-directed transportation analysis
Dataset:  Road network (416 intersections)
Participants:  no prior network-analysis expertise

B A S E L I N E    s a m e  v i s u a l i z a t i o n ,  n o  r e c o m m e n d a t i o n s

This isolates the recommendation paradigm versus unguided exploration. It does not isolate adaptive personalization versus any 
structured guidance. We revisit this on the limitations slide.



Key Results

+46%
more noteworthy observations

12.3 vs 8.4  ·  d = 1.35

87.5%
Task 1 success rate

vs 50% baseline  ·  p = .039

73%
recommendation acceptance

across all sessions

Q U A L I T A T I V E  T H E M E S

Guided discovery 12 / 14

Reduced analysis paralysis 9 / 14

Enhanced pattern recognition 8 / 14

Concerns about over-reliance 5 / 14

“It's like having an expert guide pointing out what's interesting.”
G u i d e d  d i s c o v e r y   ·   P 7

“With the baseline, the first few minutes were just wandering.”
R e d u c e d  p a r a l y s i s   ·   P 9

“I worry I'm being led down a path and missing other discoveries.”
A n d  t h e  c o n c e r n  w e  t a k e  s e r i o u s l y .   ·   P 5
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Limitations: What Our Study Cannot Claim

• Evaluation baseline: Our baseline had no recommendations at all. We cannot 
isolate whether benefits come from adaptive personalization or from any form of 
structured guidance.
• Scalability Ceiling: Responsive interaction up to ~10K nodes. Larger networks 

require engineering extensions.
• Empirical Tuning: Learning rates (η, λ) set through pilot testing. No theoretical 

guarantees. 
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Contributions and Future Work
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C O N T R I B U T I O N S

01
QAG & Recommendation framework

Heuristic workflow-affinity model with 
asymmetric updates and multi-criteria scoring.

02
NetworkCanvas system

Adaptive guidance integrated with provenance-
aware branching.

03
Empirical evidence

Two controlled studies show improved 
observation discovery and user confidence.

F U T U R E  W O R K

Ablation studies: adaptive vs static vs randomized 
recommendations

Temporal networks leveraging the ASG structure

Cross-domain validation

Collaborative multi-analyst exploration with shared 
provenance
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